
Norton Insights Report 2026: Holiday Scams

How we shop – and get 
scammed – during 

the festive season

As we gear up for the holiday season, online scammers 

are preparing for a windfall. That’s because holiday 

shopping can mean riskier digital behaviour as people 

chase deals. And the advent of AI makes that landscape 

even more dynamic. Explore how the festive season 

shapes scam exposure around the world in this edition of 

the Norton Insights Report.

Key takeaways

8%
8% of New Zealand consumers 

reported being scammed while 

doing holiday shopping online. That 

rises to 15% for Gen Z. Those who 

lost money lost an average 

NZ$1,997.

20%
20% of New Zealand consumers 

say they take more risks when 

online shopping during the holiday 

season than at other times of the 

year. 42% say scam and AI content 

makes them more hesitant to shop 

online.

37%
37% of New Zealand consumers 

say they’re seeing more scam ads 

on social media this year. 20% have 

bought an item they thought might 

be a scam because the deal was 

too good to pass up.

Executive summary

To explore how the holiday season affects online 

shoppers’ exposure to scams, Gen, the company 

behind Norton, conducted a survey of 13,000 adults 

across 12 markets.*



We found that the hunt for a bargain often wins out 

over caution. Many shoppers admit to taking more 

risks online during the holidays, and some even buy 

from sellers they suspect are scammers. Meanwhile, 

scammers meet shoppers right where they are: 

social media, scam ads, and fake online stores are 

major sources of digital threats during the holiday 

season.

Threat intelligence from Gen’s Threat Labs helps corroborate our survey findings. Gen products, including Norton 360, 

blocked more than 526,000 fake online store domains last holiday season and more than 46.7 million visits to scam 

shops.**



Even as scams and AI-generated content make people warier of shopping online, more consumers are turning to AI to 

help them shop. Meanwhile, Gen Z, the most digitally native generation, seems to be the most exposed to scam risks. 

Holiday scam concerns are rising
Scam concerns are up: 48% of people we surveyed around the world report being more concerned about 

online scams this festive season than last, and 38% say they are seeing more scam advertisements on 

social media than last year.

Shoppers are 
worried

48%

more concerned about 
online scams

vs. last holiday season

38%

report seeing more scam 
ads on social media

vs. last holiday season

90%
of victims lost money 

in 2026

Holiday scams reach 
more shoppers

2025 2026

24%
28%

14%
16%

targeted by 
a scam

fell for a scam

Oct-Dec 2024

Fake online shops 
doubled 

526,000
scam shop domains blocked 

by Norton and its sister 

brands under Gen

~~2x

Oct-Dec 2025

Those impressions are supported by our trend data. Based on a similar survey we conducted last year,*** 

the share of people globally who report being targeted by a scam when holiday shopping online has grown 

slightly year-on-year (from 24% of respondents in 2025 to 28% in 2026), as has the share of all people who 

fell victim to one (from 14% to 16%). This year, among global scam victims, 90% lost money, up three 

percentage points year-on-year. 

Fake online shops surged last festive season. Between October and December 2025, Norton and its sister 

brands under Gen blocked 526,000 scam shop domains, roughly double when compared to the same 

period in 2024. 

Scams that victimize holiday shoppers Where those scams occur

The scams online shoppers are falling for

Across the 12 markets covered by this study, 36% of survey respondents who fell for a holiday shopping scam at some point 

said they had clicked on a search engine result that brought them to a counterfeit website, or clicked on a social media ad that 

wasn’t legit (defined as “online shopping scams”).

Great deal? 

Double-check first

22% of that group said they’d been scammed on a 

secondhand online marketplace, like Facebook Marketplace or 

eBay; 22% said they fell for a package delivery scam (a 

fraudulent attempt to steal money or personal information 

from someone expecting a package); 20% named phishing; 

17% named postal delivery scams (an email or text message 

claiming to be from a postal service urging you to click to 

accept or rearrange a delivery); and 17% named instant 

payment scams, such as quishing.

Types of scams people have fallen for while holiday shopping

Among global respondents who have ever fallen victim to a scam when holiday shopping

Online shopping scam Instant payment scam

36% 17%

Resale marketplace scam Gift card scam

22% 14%

Package delivery scam Impersonation scam

22% 14%

Phishing scam Overpayment/refund scam

20% 14%

Postal delivery scam Charity scam

17% 11%

Source: 2026 Norton survey data

Scams that victimize holiday shoppers Where those scams occur

Where holiday shopping scams occur

Of global respondents who were a victim of a holiday shopping scam at some point, 44% said they encountered the scam on 

social media, 40% named a scam advertisement, 30% said they encountered it on a third-party website, 25% named email, 

22% named text or SMS, and 22% said they’d received a scam phone call.

Research by Gen’s Threat Researchers on Meta 

scam ads indicates that almost one in three ads on 

Meta’s EU/UK platforms point to a scam, phishing, or 

malware link, highlighting the scale of the 

malvertising problem on platforms like Facebook 

and Instagram. These findings echo a 2025 Reuters 

investigation on how Meta may earn money on 

fraudulent ads.



Victims in New Zealand are more likely than victims 

globally to be hit through email (29% vs. 25%).

Sponsored 

doesn’t mean safe

Where people fell for scams while holiday shopping

Among global respondents who have ever fallen victim to a scam when holiday shopping.

Social media platform Text/SMS

44% 22%

Scam advertisement Phone call

40% 22%

Third-party website Somewhere else

30% 1%

Email

25%

Source: 2026 Norton survey data

How our products 
protect customers 
from scams

Among other cyberthreats, Gen Cyber Safety products, 

including Norton 360 Deluxe, help block fake online shops 

— one of the most commonly reported digital threats 

during the holiday season. Our solutions help alert users 

to potentially malicious websites that could steal their 

money, personal information, or credit card details.

During last year’s holiday shopping season (between October and December 2025), our Cyber Safety products stopped visits 

to scam shops more than 46.7 million times and protected over 16.6 million people worldwide. In those three months alone, we 

blocked more than 526,000 web domains linked to fake shops.

Why the holidays are prime time for 
scammers

Scammers take advantage of the festive season because shoppers may be more willing to take risks while 

hunting for online deals: 28% of people globally say they take more risks when shopping online during the 

festive season than at other times of year.

Holiday shoppers are desperate 

for deals

Even though 44% of people globally are suspicious of deals 

and offers during the holiday season, 65% say they’re swayed 

by deals while doing holiday shopping. In New Zealand, that 

figure is 62%.

28% of people globally, and 20% of New Zealand consumers, 

say they take more risks when online shopping during the 

holiday season than at other times of the year.

Around two-thirds (63% of global consumers and 57% of New 

Zealanders) would buy from a website they’d never heard of 

for the right price.

For 54% of respondents globally, the item would need to be at 

least 25% cheaper. Just over one-third (37%) wouldn’t buy 

from an unknown site regardless of price. Those figures are 

22% and 43% in New Zealand.

Desperate shoppers take risks

36%
Holiday or not, 36% of global 

shoppers and 27% of New Zealand 

shoppers would risk some amount of 

money on a purchase from a website 

or seller they think might be a scam.

32%
At some point, 32% of people globally 

and 20% in New Zealand have bought 

an item from a website or seller they 

thought might be a scam because a 

deal was too good to pass up.

$123
Among those willing to take the risk, 

$123 (USD equivalent) is the average 

most they’d stake on a single 

purchase. New Zealand risk-takers 

put the figure at NZ$129.55 on 

average.

19%
To get a high-demand gift or toy over 

the holiday shopping season, 19% 

spent considerably more than the 

market value for the item, compared 

with 14% in New Zealand.

Scammers exploit desperation

38% of people globally, and 28% of New Zealand consumers, 

have landed on a suspicious website or seller while trying to 

buy a trending item like a Labubu, Jellycat or Stanley Cup.

28% of shoppers globally (and 20% of New Zealand 

consumers) report being targeted by a scam while shopping 

online during the holidays, and of those targeted, 58% fell 

victim (42% in New Zealand), which makes 16% of all 

consumers globally and 8% of consumers in New Zealand 

scam victims.

Those who lost money lost an average of $389 (USD 

equivalent), more than 3x the $123 that risk-takers say 

they’d be willing to lose. In New Zealand, the average loss 

was NZ$1,997.12.

AI is changing online shopping habits, 
but it’s not always protecting people 

from scams
As chatbots like ChatGPT reinvent how we search the internet, people are turning to AI tools for help with 

holiday shopping — even though people who’d shop with AI aren’t always confident those same tools could 

help them avoid malicious websites.

63% of people globally and 43% of New Zealand consumers 

used an AI shopping assistant or AI agent last holiday season.

42% of people globally and 28% in New Zealand plan to use an 

AI tool like ChatGPT to help with their holiday shopping this 

year, and 35% of people globally plan to use an AI agent to 

help them make holiday purchases.

Among the 82% of global respondents and 74% of New 

Zealand consumers who say they might use AI to shop in 

general, only 37% of global respondents are confident the AI 

would recognize and avoid a fraudulent website, while 35% 

are not. In New Zealand, 26% are confident and 43% are not.

http://

43% of global respondents and 42% of New Zealand 

consumers say they would be likely to notice on their own if an 

AI-recommended site were fraudulent.

Among global respondents who have used an AI shopping 

assistant or agent, 49% say one recommended or completed a 

purchase from a retailer they didn’t recognize last holiday 

season. In New Zealand, the figure was 40%.

 Leyla Bilge

Global Head of Scam Research and Senior 

Director of AI & Innovation for Norton

"Holiday scammers aren't counting on people being careless. 

They're counting on people being rushed. When a deal feels like 

it might disappear, even shoppers who suspect something is off 

will click 'buy.' That gap between knowing and doing is where 

scammers make their money."  

Hesitation doesn’t always translate to safer 
online shopping

49% of global respondents and 42% of respondents 

in New Zealand said the sheer amount of scam and 

AI-generated content online has made them more 

hesitant to shop online for the holidays. Many are 

hedging their bets. Among people who plan to do 

some holiday shopping online this season, 42% 

globally and 36% in New Zealand plan to do more of 

their shopping in person because of scams, fake 

ads, or AI-generated content.

Despite AI scam concerns, 90% of people globally 

and 86% in New Zealand plan to do at least a little of 

their holiday shopping online this year.

That hesitation doesn’t necessarily translate to more cautious online shopping: 84% of people globally and 82% of New 

Zealand consumers say they buy from online sellers they’ve never heard of. When they do, 67% of global consumers and 

72% of consumers in New Zealand check customer reviews, while 56% globally and 61% in New Zealand search whether 

the seller is legitimate. Asked how they judge whether any online seller is trustworthy, 35% of global consumers and 37% 

of New Zealand consumers said they look for prices that seem realistic.

Most shoppers buy from 

unknown sellers

84%
84% of people globally say they buy from 

online sellers they’ve never heard of.

Half of people globally (50%) and 38% of New Zealand consumers have taken at least one risky action to get a high-

demand gift, such as paying well over market value, clicking on a social media ad or email offering the item, or buying 

from an unknown website or a stranger on social media.

67%
67% of people globally 

check customer 

reviews before buying.

56%
56% of people globally 

search whether seller 

is legitimate.

35%
35% of people globally 

look for realistic prices 

when judging a seller.

50%
50% of people globally 

have taken a risky 

action to get a 

high‑demand gift.

“Building a fake e-comm store used to take time and some skill, 

but with AI, scammers can spin up a convincing fake storefront in 

minutes, with little or no financial investment. That ease is why 

we continue to see a rise in fake e-shops.



For shoppers, it means that a professional-looking site is no 

longer proof of a real business; if you didn’t go looking for the 

store yourself, it’s worth taking the time to do some due diligence 

and confirm it’s legit before you make it through check-out.”

Michal Salat

Threat Intelligence Director for Norton

Gen Z is more exposed to scams than any other 
generation during the holidays

Younger shoppers are far more likely to run into holiday scams, and Gen Z is the most exposed of all. 

Globally, nearly one in four Gen Zers have been scammed while shopping online during the holidays, 

around five times the rate of Baby Boomers. Part of the reason may be where they shop. Gen Z leans 

heavily on social media for gift ideas and may be more willing to buy through ads, unfamiliar sites, and even 

strangers online, which puts them where scammers are most active. They’re also the most willing to take a 

chance on a deal, even when something feels off.

Gen Z Millennials Gen X Baby Boomers

1 in 4 Nearly 1 in 4 Gen Zers (24% globally; 15% in New Zealand) have 

been scammed while shopping online during the holidays, 

versus 16% of all respondents globally. Scams have targeted 

41% of them.

38% 38% say they tend to take more risks when online shopping 

during the holiday season compared to other times of the year.

48% 48% have purchased something from a website or seller they 

thought might be a scam because a deal was too good to pass 

up, vs. 32% of all respondents globally.

54% Yet 54% say they’re more concerned about online scams this 

holiday season than last (vs. 48% of all respondents globally).

Gen Z Millennials Gen X Baby Boomers

20% 20% of global Millennials have been scammed while shopping 

online during the holidays. 34% have been targeted.

36% 36% say they tend to take more risks when online shopping 

during the festive season.

38% 38% have purchased something from a website or seller they 

thought might be a scam because a deal was too good to pass 

up.

52% 52% say they’re more concerned about online scams this 

holiday season than last.

Gen Z Millennials Gen X Baby Boomers

13% 13% of Gen Xers globally have been scammed while 

shopping online during the holidays. 22% have been 

targeted.

22% 22% say they tend to take more risks when online 

shopping during the holiday season.

24% 24% have purchased something from a website or 

seller they thought might be a scam because a deal 

was too good to pass up.

44% 44% say they’re more concerned about online scams 

this festive season than last.

Gen Z Millennials Gen X Baby Boomers

5% 5% of global Baby Boomers have been scammed 

while shopping online during the holidays. 11% 

have been targeted.

11% 11% say they tend to take more risks when online 

shopping during the festive season.

13% 13% have purchased something from a website or 

seller they thought might be a scam because a 

deal was too good to pass up.

40% 40% say they’re more concerned about online 

scams this holiday season than last.

Holiday scams around the world
The maps below show how holiday shopping experiences differ across the 12 countries surveyed for this 

study. In each market, see the share of people who have been scammed while holiday shopping online, 

what percent take more risks for a deal during the holidays, what percent have bought from a site that felt 

like a scam, and what percent are more hesitant to shop online because of AI scam concerns.

Share of people who've been scammed while holiday 

shopping online

11%

11%

14%

16% 25% 4%

28%

30%

24%

13%

8%
20%

Source: 2026 Norton Survey Data

Share of people who take more risks when shopping online 

during the holiday season

28%

25%

25%

30% 28% 21%

38%

32%

31%

30%

20%
30%

Source: 2026 Norton Survey Data. Compared to other times of the year.

Share of people who bought from a scammy-feeling website 

because the deal was too good to pass up

29%

20%

26%

35% 27% 11%

47%

49%

53%

27%

20%
41%

Source: 2026 Norton Survey Data

Share of people who said scam or AI content is making them more 

hesitant to shop online this holiday season

44%

30%

49%

48% 31% 27%

69%

74%

59%

46%

42%
70%

Source: 2026 Norton Survey Data

Get real-time threat intelligence

The numbers in this report are only part of the picture. The Fearless Planet Index, 

created by Gen Threat Labs, tracks the cyberthreats that our products protect 

users from every day. It’s part of our mission to help everyone live a safer, more 

fearless digital life. Explore the Fearless Planet Index to learn which cyberthreats 

are most common where you live.

Explore the Fearless Planet Index

Shop more safely this holiday season
Holiday scams thrive on rushed decisions and too-good-to-be-true deals, but a few simple habits can make you a much harder 

target. Here’s how to shop smarter this season and keep your money, and your gifts, out of scammers’ hands.

Watch out for fake 

websites

Scam shops may attempt to copy 

real retailers, offering sold-out or 

trending items at a discount. 

Always check URLs for 

typosquatting, search the shop's 

name with “scam” or “reviews,” and 

use a tool like Norton Safe Web to 

help flag malicious websites.

Skip the ad and go to 

the retailer

Scam ads on social media can look 

just like the real thing and lead to 

convincing copycat sites. If a deal 

catches your eye, type the retailer’s 

address into your browser or open 

its official app instead of clicking 

through.

Double-check what 

AI recommends

AI shopping assistants and agents 

can suggest or buy from retailers 

you’ve never heard of. Before you 

confirm a purchase, vet the seller to 

help ensure they’re legitimate.

Pay with protection

Use a credit card or a payment 

service with buyer protection, so 

you can dispute a charge if your 

order never arrives. Avoid sellers 

who ask for bank transfers, gift 

cards, or cryptocurrency, since that 

money is very hard to get back.

Be wary of delivery 

texts and emails

Our survey data shows package 

delivery scams are a major threat 

during the holiday season. To help 

ward off smishing attacks, track 

packages through the retailer’s 

website or app instead of tapping 

links in messages.

Get advanced scam 

protection

Even careful shoppers can miss a 

well-made scam. Cyber Safety 

software with AI-powered Scam 

Protection, like Norton 360 Deluxe, 

can help you spot scam links, fake 

websites, and malicious downloads 

before they can do damage, so you 

can shop for the holidays more 

fearlessly.

Get Norton 360 Deluxe

30-day free trial. Payment method and subscription required. Details below*

Methodology note
*The survey research underpinning this report was conducted online by Dynata on behalf of Gen (the company 

behind Norton) across 12 countries (United Kingdom, United States, France, Germany, Czech Republic, Australia, 

Japan, Brazil, Colombia, Mexico, New Zealand, and Chile) from September 10, 2026 to September 30, 2026, among 

13,000 adults ages 18 and older. The UK’s 2,000 respondents were weighted down so every market counts equally. 

Data are weighted by age, gender, and region to be nationally representative.  



**Threat data comes from Gen telemetry across Avast, AVG, Avira and Norton products on Windows, macOS, Android 

and iOS. Global totals cover October through December 2025; year-over-year comparisons use the same period in 

2024, when iOS data was not included.



***Global year-on-year insights comparing 2026 consumer survey data to 2025 data were adjusted for 

commensurability, as Italy and Hong Kong were dropped from this year’s survey. As such, 2025 data cited in this 

report may not match data published earlier by Norton or other Gen brands.
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