
Spot the scams
� Watch out for “urgent” messages or offers that are too good to be tru�
� Even if a message seems to be from a trusted company, verify the request 

is legitimate by contacting them directly through official channels�
� Use tools like Avast Scam Guardian or Norton Genie to detect scams.

Account security
� Create strong, unique passwords (15-20 characters, a mix of lowercase 

and uppercase letters, numbers, and symbols). Avoid birthdays or names 
of kids and pets�

� Use Norton Password Manager to easily create and store them�
� Enable two-factor authentication in security settings.

Facebook and social media safety
� Set posts to “friends only” in privacy setting�
� Avoid advertising you’re not home. Share photos after returning home 

from a trip instead of in the moment�
� Don’t accept friend requests from strangers

Enable protection 

with security software

� Use trusted security software like Avast or Norton on mobile phones, 
computers and tablets, and keep it updated.

Talk about safety
� Discuss online safety with your loved ones and stay informed together.
� Establish a family safe word in case you ever need to verify it’s really 

your family member calling.
� Double-check suspicious messages with someone you trust.

Emails and phishing awareness
� Don’t click links in unsolicited emails or texts.
� Avoid sharing personal or financial information through email.

Connect safely
� Use secure apps like FaceTime or Zoom for video calls
� Stick to trusted Wi-Fi networks and use a VPN (Virtual Private Network) 

for online privacy like Avast SecureLine VPN or Norton VPN

Have a plan if scammed
� Stop contact with the scammer
� Notify your bank/credit card company
� Report the scam to Action Fraud and local law enforcement
� Update passwords and monitor accounts
� If financial details were compromised, consider freezing your credit

How to  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Simple,  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> For more tips on 
how to stay safe, 
visit Blog.Avast.com




