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KEY FINDINGS

1. Nearly 70% of government IT decision makers are concerned about security risks when migrating to 
modern cloud platforms.

2. Government IT decision makers anticipate their agency will spend the most on cybersecurity in 
planning for next year.

3. Over three in four (78%) of government IT decision makers think migrating and managing data from 
legacy systems to the cloud is very or somewhat challenging for their agency.

4. Over half of government IT decision makers say their cloud administrators do not always require 
security features such as complex passwords (50%) and two-factor/multi-factor authentication (51%)

5. 50% of government IT decision makers report their agency is using a mix of security tools for on 
premise and cloud threats, creating a gap in visibility. 

6. Almost half (46%) of government IT decision makers think security concerns hold their agency back 
from working with third party vendors.

Methodology: This study was conducted between June 17-25, 2021 by Morning Consult on behalf of IBM. The data represent the results of 525 responses collected among 
current or former government IT Decision Makers either in the United States. The data has a margin of error of +/- 4% at a 95% confidence level.
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Over three in four (78%) of government IT decision makers think migrating and managing 
data from legacy systems to the cloud is very or somewhat challenging for their agency

49%

4% 3%

29%

16%

Very challenging Somewhat challenging Not very challenging Not at all
challenging

Don't know/Not sure

INFRASTRUCTURE

How challenging is migrating and managing data from legacy systems to the cloud a challenge for your agency?
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60% of government IT decision makers think it is important to modernize IT infrastructure to 
improve efficiency and security 

60%

47%

24%

34%

60%

40%

53%

76%

66%

40%

99%

99%

Other (please specify):

I do not think it is important to modernize IT
infrastructure.

Working with partners

Cost reduction

Flexibility

Security

Improved efficiency

Selected                         Not Selected                         

INFRASTRUCTURE

Why do you think it is important for your agency to modernize its IT infrastructure? Select all that apply.



6

Nearly 70% of government IT decision makers are concerned about security risks when 
migrating to modern cloud platforms 

50%

26%

38%

67%

50%

74%

62%

33%

99%

97%

Other (please specify):

None of the above

Bandwidth costs

Training users on new systems

Performance issues (e.g. latency,
interoperability, downtime)

Security risks

Selected                         Not Selected                         

SECURITY

What concerns do you have about migrating to modern cloud platforms? Select all that apply.
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A plurality of government IT decision makers across all demographics say security is the 
primary barrier to cloud adoption for ‘mission critical’ workloads 

21%
21%

20%
26%
19%
24%

16%
27%

17%
22%
14%
20%

17%
24%

48% 28%
46% 30%
50% 27%

47% 23%
49% 29%
49% 25%
47% 32%
52% 20%

42% 37%
47% 28%
52% 29% 5%
51% 26%

46% 35%
48% 25%Manager/Assistant/Associate Level ITDM

VP/Director Level ITDM

C-Level+ ITDM

Federal ITDM

State & Local ITDM

State Gov ITDM

Local Gov ITDM

ITDM ≥ 10 Years in Position

ITDM < 10 Years in Position

ITDM ≥ 5 Years in Position

ITDM < 5 Years in Position

Past Gov ITDM

Current Gov ITDM

Government ITDM

Security Cost Reliability Other (please
specify):          

None of the above

INFRASTRUCTURE

What is the primary barrier to cloud adoption for 'mission critical' workloads (i.e. workload that is essential to survival of agency)?
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A majority of government IT decision makers are using more than ten cloud providers 
across Platform as a Service, Software as a Service, and Infrastructure as a Service 

13% 8% 6%

16% 6% 7%

14% 7% 7%

6% 37% 29%

7% 29% 34%

9% 33% 29%

Infrastructure as a Service (IaaS) (e.g., Amazon
Web Services (AWS), Microsoft Azure)

Software as a Service (SaaS) (e.g., Dropbox,
Salesforce)

Platform as a Service (PaaS) (e.g., Google App
Engine, AWS Engine Beanstalk)

None 1-2 3-5 6-9 Over 10
providers     

Don't know/Not
sure     

INFRASTRUCTURE

Approximately, how many of the following cloud providers is your government agency working with?
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Almost half (46%) of government IT decision makers think security concerns hold their 
agency back from working with third party vendors 

19%
6%

25%

1%3%

46%

Security
concerns

Cost Compatibility Vendor lock-in None of the
above

Other (please
specify):

SECURITY

What is the greatest barrier that holds your agency back from working with third party vendors?
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Government IT decision makers anticipate their agency will spend the most on cybersecurity 
in planning for next year  

22% 14%

26% 11%

31% 28%

27% 32%Planning for next year

During the past year

IT     Cloud     Cybersecurity     Personnel skills     Other     None of these     

SECURITY

Looking back to the last year, which of the following areas did your agency spend the most on? What about in planning for next year?
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While a majority of government IT decision makers think their agency’s technology is very or somewhat 
prepared for each security threat, a quarter think their agency is not very or not at all prepared for 
insider threats (25%), SIM swapping, or Post Quantum security threats (24%) 

37% 12%

39% 6%

40% 7%

40% 4%

42% 4%

39%

41% 5%

35% 11%

44% 4%

36%

45% 8%

27% 18% 6%

32% 17% 6%

33% 15% 5%

40% 13%

36% 16%

43% 13%

36% 15%

30% 20% 5%

36% 13%

36% 19% 6%

29% 15% 4%

Post Quantum security threats

Supply chain compromise

SIM swapping

Ransomware

Denial of Service

Phishing

Compromised credentials

Hardware vulnerabilities

Insider threats

Software vulnerabilities

Malware

Very prepared    Somewhat prepared    Not very prepared    Not at all prepared    Don't know/Not sure    

SECURITY

How prepared do you think your agency's technology is for the following threats?
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50% of government IT decision makers report their agency is using a mix of security tools for 
on premise and cloud threats 

50% 6%
50% 7%

50% 6%
49% 8%
50% 6%
52% 4%

47% 10%
52% 5%

52% 7%
52% 6%

42% 9%
42% 6%

56% 4%
53% 9%

32% 11%
28% 15%

35% 9%
33% 9%
32% 12%
33% 11%
31% 12%
34% 9%

29% 12%
32% 10%
35% 15%

45% 7%
30% 11%

23% 16%Manager/Assistant/Associate Level ITDM

VP/Director Level ITDM

C-Level+ ITDM

Federal ITDM

State & Local ITDM

State Gov ITDM

Local Gov ITDM

ITDM ≥ 10 Years in Position

ITDM < 10 Years in Position

ITDM ≥ 5 Years in Position

ITDM < 5 Years in Position

Past Gov ITDM

Current Gov ITDM

Government ITDM

Using same security tools
for on premise and cloud
threats   

Using a mix of security
tools for on premise and
cloud threats   

Using different security
tools for on premise and
cloud threats   

Don't know/Not applicable

SECURITY

Is your agency using the same security tools or different security tools for on premise and cloud threats?
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40% of government IT decision makers think it will take longer than 3 years to implement 
Zero Trust Architecture and encrypt all data  

11% 4% 7%

10% 5% 9%

11% 5% 7%

11% 7%

12% 5% 7%

10% 5% 5%

11% 4% 6%

9% 5% 8%

8% 8%

10% 5% 8%

11% 4% 6%

18% 36% 24%

18% 32% 25%

21% 33% 23%

30% 29% 19%

22% 32% 23%

22% 33% 24%

22% 34% 23%

21% 33% 24%

23% 34% 25%

21% 33% 23%

25% 34% 20%

Remove cyber threat information sharing barriers
between government and private sectors

Implement Zero Trust Architecture

Transition to more secure cloud services

Modernize cybersecurity programs to ensure full
functionality with cloud-computing environments

with Zero Trust Architecture

Meet new standards of supply chain software

Encryption of all data

Investment in technology to meet initiatives

Investment in personnel to meet initiatives

Establish collaboration framework for
cybersecurity and incident response activities to

improve data breach information sharing

Improve detection of cybersecurity vulnerabilities
and incidents

Adoption of multi-factor authentication across all
accounts

Less than one
year    

1-2 years 3-5 years 6-9 years 10 years or
more    

Don't know /
Not sure    

SOLARWINDS & CYBERSECURITY EXECUTIVE ORDER 

How long do you think it will take for your agency to secure your IT systems at levels mandated by President Biden's Cybersecurity 
Executive Order for the following components?
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Over half of government IT decision makers say their cloud administrators do not always require 
security features such as complex passwords (50%) and two-factor/multi-factor authentication (51%)

34% 6% 4%

28% 16% 8%

35% 17% 8%

29% 4%

32% 15% 6%

45% 11%

31% 18%

26% 14%

48% 17%

27% 20%

Artificial intelligence guided authentication

Hardware token devices

Biometrics

Two-factor authentication / Multi-factor
authentication

Complex passwords

Always, for every
day login and
access  

Occasionally
as a regular
check / identity
verification  

Only required for
highly sensitive
tasks and
information  

Never, we do not
use this  

Don't know/Not
sure  

SECURITY

In which situations does your agency require cloud administrators to use the following security features?




